YOUR PRIVACY IS IMPORTANT TO IRON MOUNTAIN
IRON MOUNTAIN EUROPEAN PRIVACY NOTICE
Notice last updated: 21 March 2018
This Privacy Notice ("Notice") is adopted by Iron Mountain Incorporated, its European subsidiaries
(including former Recall entities) and joint venture partners which are part of the Iron Mountain
service system, and other entities which directly or indirectly are controlled by Iron Mountain (each,
an Affiliate, with Iron Mountain and its Affiliates (being collectively referred to as Iron Mountain,
"we", "us").
Important things to note:
[Where we collect your information through our website, the Iron Mountain entity responsible for
personal data will be Iron Mountain Incorporated. You can contact us using the information in the
contact us section. Where you have provided your detail to a specific Iron Mountain entity e.g. in
order to enter into a contract, this entity will provide you with a Fair Processing Notice, containing
information about how the entity handles your data and you can contact the specific entity using
the details on the Fair Processing Notice issued to you at the time your data was collected. A full
list of Iron Mountain entities who may process your information is available here.
•

We may send you information about our products and services. To learn more about
when and how we do this and how you can change your contact or marketing preferences
at any time, click here.

•

We use cookies and tracking technology on our Site. To learn more about how we use
these technologies and how you can control your setting, click here.

•

We may share your personal information with other third parties. To learn more about
who we share your information with and how we ensure your personal information is
protected, click here.

•

Some of your personal information will be transferred outside your country of residence.
To learn more about where we transfer your personal information to and the measures
we have in place to adequately secure your personal information, click here.

•

You might find external links to third party websites on our Site. We have no control over
these websites. To learn more about the precautions you should take, click here.

Iron Mountain understands your concerns about the privacy of data you may provide to us, to a
third party representative acting on our behalf (for a list of our third party representatives, click
here) or which we obtain through your use of the Iron Mountain Website (“Site“) or the services we
provide to our prospect customers and customers ("Services"). This Notice is not intended to
override the terms of any contract you have with us, nor any rights which you may have available
under applicable data protection laws. This Notice provides you with information about

•

who we collect information from and the information we collect

•

how we use the information we collect

•

how we use cookies and other tracking technologies

•

who we disclose your information to

•

international transfers

•

how we protect and store your information

•

retention of your personal information

•

how this notice applies to links and third-party websites

•

your rights and how to opt out or request changes to your personal information

•

how we notify you of changes to this privacy policy

•

how you can contact us

WHO WE COLLECT INFORMATION FROM AND THE INFORMATION WE COLLECT
•

Who we collect information from

•

Customers of Iron Mountain's customers

•

Children

•

We collect personal and aggregate information on our Site and outside our Site

Who we collect information from
Iron Mountain collects information from the following data subjects:
•

Site users;

•

individual prospective customers & customers;

•

representatives of corporate prospective customer & customers.

collectively ("you")
Customers of Iron Mountain Customers
We may collect, store and process Personal Information of customers of Iron Mountain customers,
solely on our customer's behalf and at their direction. For such purposes, we serve as and shall be
considered as a processor and not as a controller of such personal information. The Iron Mountain
customers shall be considered as the controllers of such Personal Information and are responsible
for complying with all laws and regulations that may apply to the collection, use and control of such
Personal Information. Iron Mountain customers who use our services in this way are responsible for
obtaining any consents, permissions and for providing any fair processing notices required for the
collection and usage of such information.
Children
We are concerned about the safety of children when they use the Internet, and will never knowingly
collect Personal Information from minors (children under 16 years of age, or any other age defined
under applicable law). If we become aware that a minor is attempting to or has submitted Personal
Information via this Site, we will notify the user that we may not accept his or her Personal
Information. We will then remove any such Personal Information from our records.
We collect Personal and Aggregate Information
We collect two types of information from you: “Personal Information“ (anything which identifies
you as an individual, either on its own or by reference to other information) and “Aggregate
Information“ (non-personally identifiable and anonymous data).

On our Site, Personal Information (such as your name, address, telephone number, or email address)
is collected when you voluntarily submit it through a Site form, such as during a request for product
information or a download of a study or whitepaper. Other information that may also constitute
Personal Information (such as your browser type, operating system, IP address, domain name,
number of times you visited the Site, dates you visited the Site, and the amount of time you spent
viewing the Site) may be collected via cookies and other tracking technologies (such as transparent
GIF files). Aggregate Information (such as how many times visitors log onto this Site) may also be
collected.
Outside of this Site, Personal Information may also be collected directly by us or by our
representative when you enter into a contract with us or contact us to make enquiries or complaints
via telephone, email or by post. We or an Iron Mountain representative may collect your business
contact details and information about your profession or your employees, as well as information
about you if you attend meetings, events or conferences that we organise or sign up to our
newsletters.

HOW WE USE THE INFORMATION WE COLLECT
•

What legal basis we have for collecting and using your personal information

•

The purposes for which we use your Personal Information

•

Direct Marketing

[What legal basis we have for collecting and using your personal information]
Where relevant under applicable laws, the use of your Personal Information will be justified by at
least a condition for processing. In the majority of cases this condition will be that:
•

you have provided your consent to us using the Personal Information in that way for
example where you provide us with consent to send you marketing communication about
our products and services;

•

our use of your Personal Information is in our legitimate interest as a commercial
organisation (for example we use cookies to track information about how the Site is used in
order to continually improve its layout based on how you and other users interact with its
content, and to personalise it to the user (for example, by showing content or a language
which is relevant to your geographic location)), provided it is conducted at all times in a way
that is proportionate, and that respects your privacy rights;

•

our use of your Personal Information is necessary to perform a contract or take steps to
enter into a contract with you (e.g. to manage your account); and/or

•

our use of your Personal Information is necessary to comply with a relevant legal or
regulatory obligation that we have. Some of these obligations include making reports to tax
authorities or law enforcement agencies.

[The purposes for which we use your Personal Information]
Your Personal Information will not be used for any other purpose than provided by this Notice. We
will use the information you supply:
•

to answer your specific inquiry or respond to your complaints. For example if you contact us
with a technical question, we will use your contact information and technical information to
resolve the issue;

•

to administer and enhance the Site;

•

for our general business purposes, such as the administration of your customer account, [to
invite you to events,] deal with your queries or for marketing or sales purposes;

•

in connection with a proposed or actual sale, merger or transfer of all or a portion of a
business or division;

•

to satisfy legal or regulatory requirements;

•

as otherwise described in this Notice; and

•

at your option, to send you additional marketing materials relating to Iron Mountain.

Direct Marketing
We would like to use your Personal Information to provide you with information about products and
services which we think may be of interest to you or your employer. We will only send you such
materials by email and/or contact you by telephone if, when you are presented with the option at
various points on our Site or during our contact with you, you gave us your prior express consent to
receive such communications (“opt in”). In case you have not given your opt in consent to be
contacted by Iron Mountain, your Personal Information (only to the extent that is absolutely
required) will be retained on a “do not contact” list.
In connection with our offline activities, you may simply notify Iron Mountain that you wish to cease
receiving additional information from Iron Mountain (“opt out”), and Iron Mountain will honour any
such request. Your Personal Information will be stored by us only as long as you do not change your
mind to receive such materials from Iron Mountain, with the exception of those Personal
Information which is required to avoid contacting you in the future for marketing purposes. We will
provide you with the option to opt-out of marketing communications by following the opt-out link
included below and in electronic communications, or by contacting us using the details set out
below.
If you consented to receive any communications from us at the time you registered on this Site or
you gave your contact details offline to us for such purpose, but subsequently change your mind,
you may opt out at any time via http://www.ironmountain.com/Utility/Forms/Opt-Out-Form.aspx.

HOW WE USE INFORMATION COLLECTED THROUGH COOKIES AND OTHER TRACKING
TECHNOLOGIES
•

Types of cookies used on the Site

•

Control your cookie settings

A cookie is a small text file that is downloaded to your computer when visiting a website. It allows
that website to recognize your computer when you return, enabling it to display personalized
settings and other user preferences. Cookies also help websites improve the relevance of the
advertising you see online. Other tracking technologies (including “web beacons” and “transparent
GIF files”) are technical mechanisms that enable our service providers to gather information on your
response to our advertisements, e-mails, and other online marketing materials.
You will be given the opportunity to accept or reject the use of cookies on the Site in a pop-up box
when you first access the Site. You may choose not to accept the cookies, however, this may restrict
the services that you can access on the Site as well as the overall performance of the Site.
Types of cookies used on the Site
We use several different types of cookies. In particular, we use: strictly necessary cookies which
allow certain fundamental features of the Site to work; functionality cookies, which allow us to
remember choices you make (e.g. your cookie preference); and performance cookies, which
monitors usage of the Site. We also use third party cookies - these are cookies that are set by a third
party website rather than by us.
Some of the cookies are session cookies which are temporary and allow us to link your actions
during a single use of the Site. These are deleted at the end of your browsing session. Others are
persistent cookies which remain on your device for the period of time specified in the cookie. These
cookies help us to identify you as a unique user (by storing a randomly generated number).
Control your cookie settings
Please be aware that some of our services will not function if your browser does not accept cookies.
However, you can allow cookies from specific websites by making them “trusted websites” in your
internet browser.
The following links may assist you in managing your cookies settings, or you can use the 'Help' option
in your internet browser for more details:
•

Internet Explorer: https://support.microsoft.com/en-gb/help/17442/windows-internet-explorerdelete-manage-cookies

•

Google Chrome: http://www.google.com/support/chrome/bin/answer.py?hl=en&answer=95647

•

Safari: http://support.apple.com/kb/PH5042

•

If you share the use of a computer, accepting or rejecting the use of cookies may affect all
users of that computer.

WHO WE DISCLOSE YOUR INFORMATION TO
We work with third parties to help manage our business and deliver services. We and our service
providers (as defined below) disclose and share your Personal Information:
•

among Iron Mountain and our Affiliates;

•

to third party service providers (“Service Providers”) that perform services for us or on our
behalf (including those which may process job applicant information, host investor relations
content, provide courier services, [help manage our IT and back office systems,]or distribute
marketing materials ). Such Service Providers are required under their contract with us, to
handle your Personal Information in accordance with applicable laws and principles related
to privacy and data protection;

•

for credit card payments we employ a third party to process these payments on our behalf.
This third party will only have access to the Personal Information which you provide directly
to them when you make a credit card payment. They are required under their contract with
us to process this Personal Information securely and in accordance with all relevant Data
Protection laws. We will not collect or store any credit card details; this third party being the
sole data controller of that data. When you pay for any goods, you will be taken to a link to
this third party’s website in order to conclude the sale. The data you provide to this third
party will be processed in accordance with their privacy Notice and the terms and conditions
on their website. Iron Mountain has no control over how this third party uses your
information and is therefore not responsible and is not liable for the way they process your
Personal Information. Ensure that you have read and understood their terms before
providing your Personal Information;

•

to a third party in connection with a proposed or actual sale, merger, or transfer of all or a
portion of a business or division; and

•

to other persons where we are under a legal obligation to disclose your Personal
Information, and only as permitted or required by applicable law or regulation. Such
disclosure could be made to courts, to respond to lawful requests by public authorities,
regulators and law enforcement agencies in the European Union and around the world or to
protect and defend our rights or property.

Any access to such information will be limited to the purpose for which such information was
provided to us or our Service Providers, as explained in the "How we use the information we collect"
section above.

INTERNATIONAL TRANSFERS
Iron Mountain’s Affiliates and Service Providers are located throughout the world. Accordingly, your
Personal Information may be sent to countries which have different levels of data protection laws
than your country of residence. For instance, if you inquire about services we provide in France and
in Brazil, we will forward your inquiry to our office in such countries. We may also make other
disclosures of your Personal Information overseas, for example if we receive a legal or regulatory
request from a foreign law enforcement body. Iron Mountain complies with all applicable laws
before transferring Personal Data to a recipient in a country with data protection laws that do not
have a data protection standard equivalent to the laws where you live.
We will always take steps to ensure that any international transfer of information is carefully
managed to protect your rights and interests:
•

we will only transfer your Personal Information to countries which are recognised as
providing an adequate level of legal protection or where we can be satisfied that alternative
arrangements are in place to protect your privacy rights,

•

transfers between Iron Mountain and its Affiliates will be covered by intra-group data
transfer agreements (based on EU Commission approved standard contractual clauses)
which gives specific contractual protections designed to ensure that your Personal
Information receives an adequate and consistent level of protection wherever it is
transferred within Iron Mountain.

•

transfers to Service Providers and other third parties will always be protected by contractual
commitments and where appropriate further assurances, such as certification schemes such
as Privacy Shield. To learn more about our certification schemes, click here.

•

any requests for information we receive from law enforcement or regulators will be carefully
checked before Personal Information is disclosed

We will, on request, provide you with further details regarding the categories of recipient of your
Personal Information and the countries to which your Personal Information may be transferred. You
have the right to ask us for more information about the safeguards we have put in place as
mentioned above. Contact us as set out in Contact Us Section if you would like further information.
Certification Schemes
Iron Mountain participates in and has certified its compliance with the EU-U.S. Privacy Shield
Framework and the Swiss-U.S. Privacy Shield Framework. We are committed to subjecting all
Personal Information received from European Union ("EU") member countries and Switzerland,
respectively, in reliance on the Privacy Shield Framework, to the Framework's applicable

Principles. To learn more about the Privacy Shield Framework, visit the U.S. Department of
Commerce's Privacy Shield List. [https://www.privacyshield.gov].

HOW WE PROTECT AND STORE YOUR INFORMATION
We take the security of the information we collect seriously. We have implemented and we maintain
technical and organisational security measures, policies and procedures intended to reduce the risk
of accidental destruction or loss, or the unauthorized disclosure or access to such information
appropriate to the nature of the data concerned. Some of the steps we take are: placing
confidentiality requirements on our staff members and Service Providers; destroying or permanently
anonymising Personal Information if it is no longer needed for the purposes for which it was
collected.
Personal Information collected via this Site is stored on servers in the UK and USA. You should be
aware that your Personal Information once collected will be transferred to our servers, and the USA
currently does not have uniform data protection laws. Iron Mountain Incorporated and its United
States subsidiaries - including former Recall entities - which include, but are not limited to: Iron
Mountain Global, LLC., Iron Mountain Information Management, LLC, Iron Mountain Intellectual
Property Management, Inc., Iron Mountain Fulfilment Services, Inc., Iron Mountain Secure
Shredding, Inc., Iron Mountain Information Management Services, Inc., Fontis International, Inc. and
Crozier Fine Arts comply with the EU-U.S. Privacy Shield Framework as set forth by the European
Commission regarding the collection, use, discourse, retention and destruction of Personal
Information transferred from the EEA and Switzerland to the United States.

RETENTION OF YOUR PERSONAL INFORMATION
We will retain your Personal Information for as long as is reasonably necessary for the purposes for
which it was collected, as explained in this Notice. In some circumstances we may retain your
Personal Information for longer periods of time, for instance where we are required to do so in
accordance with legal, regulatory, tax or accounting requirements.
In specific circumstances we may retain your Personal Information for longer periods of time so that
we have an accurate record of your dealings with us in the event of any complaints or challenges, or
if we reasonably believe there is a prospect of litigation relating to your Personal Information or
dealings.
Where we have obtained your Personal Information in order to provide you with marketing
information for our products and services, your Personal Information will be stored by us only as
long as you do not change your mind to receive such materials from Iron Mountain, in order to avoid
future contact with you for marketing purposes. We maintain a data retention notice which we
apply to records in our care. Where your Personal Information is no longer required we will ensure it
is securely deleted.

LINKS AND THIRD-PARTY WEB SITES
Applicability of this Notice
In addition to the information collected offline, this Notice applies to the Personal Information
collected on this Site. This Site includes links to both our affiliated web sites and to non-affiliated
web sites, including access to content, products and services of such affiliated and non-affiliated
sites. In some cases, these other sites are made available via “seamless experience” technology, and
may appear to be part of our Site. Although some of the entities controlling these sites are under
contract with us, not all of them are, so we advise you to familiarise yourself with the individual
privacy notice and other terms for each linked web site prior to submitting your Personal
Information. We are not responsible for and do not have control over their terms of use or privacy
notices, have not reviewed them and we do not accept any liability with respect to the content of
these web sites or how they use, store or secure your Personal Information.
Third Party Advertisements
We may use third party advertisements on this Site. Cookies and other tracking technologies may be
associated with these advertisements. Note: Iron Mountain is not responsible for the functionality
of and actions taken by cookies and other tracking technologies created and placed by our third
party service providers. In relation to these cookies and tracking technologies, the third party service
providers are the data controllers and we advise you to familiarise yourself with their individual
privacy policies.

YOUR RIGHTS AND HOW TO OPT OUT OR REQUEST CHANGES
Subject to certain exemptions, and in some cases dependent upon the processing activity we are
undertaking, you have certain rights in relation to your Personal Information. Click on the links below
to learn more about each right you may have:
•

To access personal information

•

To rectify / erase personal information

•

To restrict the processing of your personal information

•

To transfer your personal information

•

To object to the processing of personal information

•

Right to object to how we use your personal data for direct marketing purposes

•

Right to obtain a copy of Personal Information safeguards used for transfers outside your
jurisdiction

•

Right to lodge a complaint with your local supervisory authority

We may ask you for additional information to confirm your identity and for security purposes,
before disclosing the Personal Information requested to you. We reserve the right to charge a fee
where permitted by law, for instance if your request is manifestly unfounded or excessive.
You can exercise your rights by contacting us at: global.privacy@ironmountain.com. Subject to legal
and other permissible considerations, we will make every reasonable effort to honour your request
promptly or inform you if we require further information in order to fulfil your request.
We may not always be able to fully address your request, for example if it would impact the duty of
confidentiality we owe to others, or if we are legally entitled to deal with the request in a different
way.

To access Personal Information
You have a right to request that we provide you with a copy of your Personal Information that we
hold and you have the right to be informed of; (a) the source of your Personal Information; (b) the
purposes, legal basis and methods of processing; (c) the data controller’s identity; and (d) the
entities or categories of entity to whom your Personal Information may be transferred.
To rectify or erase Personal Information
You have a right to request that we rectify inaccurate Personal Information and we may seek to
verify the accuracy of the Personal Information before rectifying it.
You can also request that we erase your Personal Information in limited circumstances where:
•

it is no longer needed for the purposes for which it was collected; or

•

you have withdrawn your consent (where the data processing was based on consent); or

•

following a successful right to object (see right to object); or

•

it has been processed unlawfully; or

•

to comply with a legal obligation to which Iron Mountain is subject.

We are not required to comply with your request to erase your Personal Information if the
processing of your Personal Information is necessary:
•

for compliance with a legal obligation; or

•

for the establishment, exercise or defence of legal claims;

To restrict the processing of your Personal Information
You can ask us to restrict your Personal Information, but only where:
•

its accuracy is contested, to allow us to verify its accuracy; or

•

the processing is unlawful, but you do not want it erased; or

•

it is no longer needed for the purposes for which it was collected, but we still need it to
establish, exercise or defend legal claims; or

•

you have exercised the right to object, and verification of overriding grounds is pending.

We can continue to use your personal data following a request for restriction, where:
•

we have your consent; or

•

to establish, exercise or defend legal claims; or

•

to protect the rights of another natural or legal person.

Right to transfer your Personal Information
You can ask us to provide your Personal Information to you in a structured, commonly used,
machine-readable format, or you can ask to have it transferred directly to another data controller,
but in each case only where:
•

the processing is based on your consent or on the performance of a contract with you; and

•

the processing is carried out by automated means.

Right to object to the processing of your Personal Information
You can object to any processing of your Personal Information which has our legitimate interests as
its legal basis, if you believe your fundamental rights and freedoms outweigh our legitimate
interests.
Once you have objected, we have an opportunity to demonstrate that we have compelling
legitimate interests which override your rights and freedoms.
Right to object to how we use your personal data for direct marketing purposes
You can request that we change the manner in which we contact you for marketing purposes.
You can request that we not transfer your Personal Information to unaffiliated third parties for the
purposes of direct marketing or any other purposes.
Right to obtain a copy of Personal Information safeguards used for transfers outside your
jurisdiction
You can ask to obtain a copy of, or reference to, the safeguards under which your Personal
Information is transferred outside of the European Economic Area.
We may redact data transfer agreements or related documents (i.e. obscure certain information
contained within these documents) for reasons of commercial sensitivity.
Right to lodge a complaint with your local supervisory authority
You have a right to lodge a complaint with your local supervisory authority about our processing of
your personal data.

We ask that you please attempt to resolve any issues with us first, although you have a right to
contact your supervisory authority at any time.

NOTIFICATION OF CHANGES
We recommend that you check this Notice every time you visit our Site or provide us with your
Personal Information offline as we may update this Notice from time to time, by posting the
amended Notice on this Site. Any changes will be effective when posted and your continued use of
the Site or not objecting to the use of your Personal Information will indicate your acknowledgement
of any changes.

CONTACT US
If you have any questions, concerns or complaints regarding our compliance with this Notice and the
data protection laws, Privacy Shield Principles or if you wish to exercise your rights of access, choice,
rectification or deletion, we encourage you to first contact us. We will investigate and attempt to
resolve complaints and disputes regarding use and disclosure of Personal Information in accordance
with this Notice. For any complaints that cannot be resolved with us directly, Iron Mountain in the
US has chosen to cooperate with EU data protection authorities (DPAs) and comply with their advice
(as further described in the Privacy Shield Principles). Please contact the relevant DPA contacts.
With respect to Personal Information received or transferred pursuant to the Privacy Shield
Framework, Iron Mountain in the US is subject to the regulatory enforcement powers of the U.S.
Federal Trade Commission.
If a third party service provider in the US providing services on Iron Mountain’s behalf processes
Personal Information from the EEA in a manner inconsistent with the Privacy Shield Principles, Iron
Mountain will be liable unless we can prove that we are not responsible for the event giving rise to
the damages.
For users resident in the European Union, you also have a right to lodge a complaint with your
supervisory authority for data protection at any time: http://ec.europa.eu/justice/dataprotection/bodies/authorities/index_en.htm
Questions regarding this Notice
If you have questions concerning this Notice, please contact our Chief Compliance Officer at 1-800935-6966, ext. 8477 (if calling from within the USA) or 1-617-535-8477 (if calling from outside the
USA) or via e-mail at mailto:global.privacy@ironmountain.com or by writing to the Chief
Compliance Officer, Iron Mountain, 1 Federal Street, Boston, MA 02110, U.S.A.

